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Pabouass mnporpamma mnpodeccHoHaTbHOTO MOZYJs pa3paboTaHa Ha OCHOBE
QenepalbHOr0  roCcyJapCTBEHHOTO  00pa3oBaTeNbHOrO  CTaHAAapTa  CpPeIHEro
npodeccruonanbHoro obpaszosanus (naisee — @I'OC CIIO) no creuuansuoctu 10.02.05
OGecneuenre nHGOPMALTMOHHOMN GE30MMACHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM

Pazpabotuuku:

Kpeimiena B.I1., npenoxasarens Kosuiemka HHPOPMATHKH M IPOrPaMMUPOBaHUSL.
Mapubauy A.Jl., nipenojaBaTeNib BBICIIEN KBaJW(GHUKAUMOHHOM Karteropuu Koiemka
HHGOPMATUKH M IPOrPaMMHUPOBAHH.

Bopobres M.C., mpenojaBaTenb nepBoi KBajnuduKaurMoHHOW kareropuu Komnemxka
MH(GOPMATHUKU U IIPOrpaMMHUPOBAHHSI.

Poit A.B., K.T.H., IpenojaBaTeib BBICHIEH KBaaudUKAIMOHHOW KaTteropuu Komnaemxka
MH(MOPMATUKH U IIPOrpaMMHUPOBAHHUS.

Pabouas mporpamma npogeccUOHaIBHOTO MOAYJISI pacCMOTpeHa M PEKOMEHIOBaHa K
YTBEPXKIACHUIO Ha 3acelJaHHH IpeaMeTHOW (LukiIoBoid) koMuccud «OCHOBEI
MHGOpPMaLMOHHOMN 6€30MacHOCTU
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[Ipencenarens nmpeaMeTHOH (IIUKIIOBOM) W
KOMHUCCHH o A.JI. Mapunuy




1. OOuras xapakTepucTuka padoueil nmporpaMmmbl NpohecCuOHATBLHOTO MOTYJIS
1.1. Lenb u nmanupyembie pe3yJibTaTbl OCBOCHUS MPOGECCHOHATBHOTO MOTYJIS

B pesynbraTe u3ydenusi npodecCuoOHAIBHOTO MOYJIsI 00yYaroUIuicsl JOIKEH OCBOUTH
OCHOBHOM BH/JI JIEATEILHOCTH «3amuTa HHGOPMAaIMA B aBTOMAaTU3UPOBAHHBIX CUCTEMAaX
IIPOTPAMMHBIMU U MPOTPAMMHO-AIIIAPATHBIMUA CPEACTBAMI» U COOTBETCTBYIOIIUE EMY

00IIHe KOMIIETCHITNH, ¥ IPO(PECCHOHATbHBIC KOMITICTCHITHH

1.1.1. IlepedyeHn oOMIUX KOMIETEHIIUMA

Kon OOu1re KOMIEeTEHIH

OK 01. Boibupare  cnocoObl  pemieHus 3amad  MpodeccHoHalbHOM  eATENbHOCTH,
IPUMEHHUTEIBHO K Pa3IMYHBbIM KOHTEKCTaM.

OK 0. OcymiecTBIIsITh IOUCK, aHAIM3 U HHTEPIIPETAINI0 HH(OPMAIH, HEOOXOIMMOMN ISt
BBINOJIHEHUS 33]1a4 PO ECCUOHATLHOMN 1€ TEIbHOCTH.

OK 03. [InaHupoBaTh M peanu30BbIBaTh COOCTBEHHOE MPO(MECCHOHAIBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 04. PaGoTaTh B KOJIUIEKTHBE M KOMaH/E, 23((HEKTUBHO B3aMMOICHCTBOBATh C KOJUIETAMU,
PYKOBOJICTBOM, KJINEHTAMHU.

OK 05. OcymiecTBIATh YCTHYIO U TUCbMEHHY0 KOMMYHHUKALIMIO HAa TOCYIapCTBEHHOM SI3BIKE
C YYETOM OCOOCHHOCTEH COIMATIBHOIO M KYJIBTYPHOTO KOHTEKCTA.

[TposiBIIATE TPa’kAAHCKO-NATPUOTUYECKYIO TIO3ULIUIO, IEMOHCTPUPOBATh OCO3HAHHOE

OK 06. | moBeneHue Ha OCHOBE TPAJUIIMOHHBIX OOLICUYEIOBEUYECKUX IIEHHOCTEH, MPUMEHSTh
CTaHJAPThl aHTUKOPPYIILIMOHHOT'O IOBEJICHHUSI.

OK 07. CopeiicTBOBaTh  COXPAHEHUIO  OKPY’KAaIOLIEHl  Cpelbl, pecypcocOepekeHuto,
3¢ (EeKTUBHO AEHCTBOBATH B UPE3BBIYAMHBIX CUTYALIUSX.
Hcnonp3oBate cpenctBa (PU3NYECKON KyJIBTYphI JJISI COXPAHEHUS W YKPEIUICHHS

OK 08. |3mopoBesi B mpouecce MNpodecCUOHATBHON JAEATENIBHOCTH M MOJACp KaHUS
HE0OXOAMMOT0 YPOBHS (DU3UYECKOM MOATOTOBIECHHOCTH.

OK 09. | Mcnonp3oBaTh HH()OPMAIIMOHHBIE TEXHOJIOTHHU B MPO(ECCHOHAIBHOM IS TETbHOCTH.

1.1.2. Ilepedens nmpodeccuoHaTbHBIX KOMITETEHIUN

Kon [IpodeccronanpHbie KOMIIETEHIIUN

[IK 2.1. | OcyiecTBasiTh YCTAaHOBKY M HACTPOWKY OTIENbHBIX MPOrPaMMHBIX, MPOrpaMMHO-
annapaTHbIX CPE/ICTB 3aIIUThHI HHPOPMALIUH.

[IK 2.2. | OGecrieunBath 3amMTy WHGHOPMAIMHA B aBTOMAaTH3UPOBAHHBIX CHCTEMaX OTJECIbHBIMU
IPOrpaMMHBIMH, IPOTPAMMHO-ANNAPATHBIMU CPEJCTBAMHU.

[IK 2.3. | Ocy1iecTBasTh TECTUPOBAHUE (YHKIMI OTAEIbHBIX MPOTPAMMHBIX U MPOTrPaMMHO-
annapaTHbIX CPEICTB 3aIIUThHI HHPOPMALIUH.

IIK 2.4. | OcymiecTBasaTh 00paOOTKy, XpaHEHHWE U TMepeaady HH(popManuu OrpaHUYEHHOTO
J0CTyTa.

IIK 2.5. | YeEuuTtoxkath HMHGOPMAIMIO HM HOCHUTEIW HWHOOPMAIMH C  HCIOJIb30BaHUEM




MPOrpaMMHBIX 1 MPOTPaMMHO-aNNAPaTHBIX CPEACTB.

IIK 2.6. | OcymiecTBasATh PETHCTPALMIO OCHOBHBIX COOBITMM B  aBTOMAaTH3UPOBAHHBIX
(nH(POPMAIIMOHHBIX) CHUCTEMaX, B TOM YHCIE C HCIOJIh30BAHHUEM MPOTPAMMHBIX H
MIPOrPaMMHO-AIIAPATHBIX CPEJICTB OOHAPYKEHUsI, TPEIYNPEKIACHNUS U JTUKBUIAUU
MIOCJIE/ICTBUI KOMIIBIOTEPHBIX aTaK.

1.1.3. B pe3ynbTaTe ocBoeHUs NMPOGECCHOHATBHOTO MOYJISI CTYICHT JTOJDKEH:

UMETh
MIPAKTUYECKUI
OIIBIT

- YCTaHOBKH, HACTPOUKH MPOTPAMMHBIX CPEJCTB 3alIUThl HH()OPMALIUU B
ABTOMAaTU3UPOBAHHOMN CUCTEME;

- o0OecrieveHrs 3alUThl ABTOHOMHBIX aBTOMATHU3HPOBAHHBIX CHCTEM
MIPOrPaMMHBIMH H ITPOTPAMMHO-AIITAPATHBIMU CPEJICTBAMU;

- TECTUPOBaHUs (YHKIUH, THATHOCTHKA, YCTPAHCHUS OTKA30B
U BOCCTAQHOBJICHHS PAOOTOCHOCOOHOCTH MPOTPAMMHBIX U TMPOTPAMMHO-
anmapaTHBIX CPEJCTB 3aIIUTH HH)OpPMAIIHH;

- pemenust 3anau 3amuthl oT HCJl k uHboOpMamuu orpaHUYeHHOro
JIOCTyHa C MOMOILBI0 MPOTPAMMHBIX M NPOTrPAMMHO-AMNMApPaTHBIX CPEICTB
3alIUThI HH(OPMAIIHUH;

- MPUMEHEHUS AIIEKTPOHHON MOJITNIUCH, CUMMETPUYHBIX u
ACUMMETPUIHBIX KPUTITOTPAPUIESCKIX AJITOPUTMOB, U CPEICTB MU(DPOBAHHUS
JTAHHBIX;

- yuéTa, 00pabOTKH, XpaHEHHs W mepenadyd nH(popMaluu, s KOTOPOM
YCTAQHOBJICH PEXUM KOH(PHUICHIIMATBLHOCTH, UHPOPpMUPOBAHUE NepCcoOHana 0o
yeposax bezonachocmu uHpopmayuu™;

- paboTHI ¢ MOJCHCTEMaMH PETUCTPAIIMU COOBITHIA,

— BLISIBIIEHUS COOBITHH u WHIAIEHTOB 0€e30I1aCHOCTH B
aBTOMATHU3HPOBAaHHOW CUCTEME;

- NpUMeHEeHUs. MEXHON0SUU PUIbMPAYUU PAZTUYHBIX 8UO08 MpaghuKa; *

— ocywecmenames QuIbmpayuro nepexeavenHozo mpaghuxa O noucKka
HAlOeHHbIX UHYUOEHMO8, 8bl0ayy paspeuleHus/3anpeujenus Ha O00CMAasKy
onpeoeneHHbiX OAHHBIX, AHAIU3 COOEPIHCUMO20 NEePEXBAYEeHHO20 Mpaghuka ¢
Yenvio BbIAGNIEHUSI HAPYUWEHULl KOPNOPAMUBHOL NOIUMUKY Oe30ndacHOCmU,
ouazHocmuxy pabomocnocobrnocmu, u m.n.*

yMETh

— yCTaHaBIWBaTh, HACTpaWBaTh, MPUMCHITH  NPOrPaMMHBIE U
IIPOrpaMMHO-AIIapaTHRIE CPECTRA 3aIUTH HH()OPMALIHH;

—  yCTaHaBIWBaTh M HACTPAaWBaTh CPEACTBA AHTUBUPYCHOW 3alIUTHI B
COOTBETCTBHH C MPEABSIBIIEMBIMUA TPEOOBAHUSIMU;

—  JIMarHOCTHPOBATbH, YCTPaHATh OTKa3bl, o0ecreynBaTh
paboTOCIIOCOOHOCTh M TECTUPOBaTh (DYHKIUM MPOTrPAMMHO-AIMITAPATHBIX
CPEJICTB 3allUThl HHHOPMALIUH, NPOEOOUNMb MOHUMOPUH2, AHAU3 U CPABHEHUE
aghghexmusHoCMU NPOSPAMMHO-ANNAPAMHBIX CPEOCME8 3auumyvl UHGOpMayuu
6 ONEPAYUOHHBIX CUCTEMAX,

—  NIPHUMEHATH NMPOrPaMMHBIC M MPOIPAMMHO-AIIAPaTHBIE CPEJCTBA IS
3alMThl HHpOpMaUU B 06a3ax JaHHbIX;

—  TPOBEPATH BBIOJHCHHE TPEOOBaHMI IO 3allUTe WHPOPMAIUU OT
HECaHKIIMOHHPOBAHHOTO JOCTyTa npu aTTecTaluu 00BEKTOB
MH(pOpPMaTU3AIUHY 110 TPSOOBAHMUIM OC30IMaCHOCTH HH(OpMaIUH;




—  TPUMEHSATH MaTeMaTHYECKUAN anmapar Ul BBITIOJTHEHUS
KpunTorpaduueckux npeoOpa3zoBaHmii;

—  HCHOJb30BaTh TUIOBBIC MPOTPaMMHBIC KPUITOTpAPHUECKUE CPEICTBA,
B TOM YHCJIC JICKTPOHHYIO MOJIIHUCH;

—  NPHUMEHSATh CPEJICTBA FapaHTHUPOBAHHOTO YHHUYTOXCHUS UHPOPMAIINH;

—  yCTaHaBIIMBaTh, HACTPAUBATh, IPUMEHSTh IPOTPAMMHBIC U
IPOrpaMMHO-AIAPaTHBIE CPEICTBA 3AIUTH HH(pOpMAIIHH;

—  OCYIIECTBISATh MOHHTOPHUHT U PETUCTPALUIO CBEACHUU, HEOOXOIUMBIX
JUIS 3alIUTHl 0OBEKTOB MH(OpMATH3AIMK, B TOM YHCIE C HCIOJIb30BaHHEM
OpOrPaMMHBIX M HPOTPaMMHO-alMapaTHbIX  CPEACTB  OOHAPYIKCHHS,
NPEIYIPEKACHUS U JTUKBUIAIUH ITOCIEACTBUH KOMITBIOTEPHBIX aTaK;

- 0popmaAMb IKCNILYAMAYUOHHYIO OOKYMEHMAYUIO NPOSPAMMHO-
annapammusix cpedcmas 3auumaol uHpopmayuu,; *

- onpedensams yeau u 3a0ayu 8 uzyyeHuu npoekma, *

-paspabamvléames NOIUMUKY UHGOPMAYUOHHOU 6OE30NACHOCMU HA OCHO8e
camocmosmenvbHol Kiaccugurkayuu 006veKmoes 3auumal;

—  ocywecmenams  YCMAHOBKY, — pPA3Gépmwuleéanue,  HACMPOUKY U
ucnonvzosanuem DLP-cucmem. *

3HAaThb

— 0COOCHHOCTH ¥ CIIOCOOBI MPUMEHEHUSI IPOrPAMMHBIX U MPOTPAMMHO-
anmnapaTHBIX CPEACTB 3alIUTHl MH(GOPMALIMK, B TOM YHUCIE, B OMEPAIMOHHBIX
CUCTEMaX, KOMITBIOTEPHBIX CETAX, 0a3aX JaHHBIX;

— METOAbl TECTUPOBaHMS (QYHKIUH OTHEIBHBIX MPOTPAMMHBIX H
MIPOrPaMMHO-AITAPATHBIX CPEJICTB 3aIUTHI HH()OPMAIINH;

— THUNOBBIE MOJCIH yIPABICHUS JOCTYIIOM, CPEJICTB, METOJOB H
MIPOTOKOJIOB UACHTU(UKALINY U ayTeHTU(DUKALINH;

— OCHOBHbIE MOHATHSI KpUNTOrpaQUu W THUIOBBIX KPUOTOrpadUuecKux
METOJIOB W  CPEACTB  3amUThl  WHPOpMAIUHU, odwue  NPUHYUNDL
QYHKYUOHUPOBAHUA CPEOCME 3aWumul UHGopMayuu, 6 mom uucie u
Kpunmoepaghuueckou 3auumuol uHgopmayuu™;

— O0COOCHHOCTH M CIIOCOOBI TIPUMEHEHUSI TPOrPAMMHBIX U MTPOTPAMMHO-
anmnapaTHBIX CPECTB TaPAaHTHPOBAHHOTO YHHUUTOKEHUSI HHPOpMAIIUY;

— THUIOBBIE CPEJCTBAa M METOAbl BEJACHHs ayJuTa, CPEICTB U CIOCOOOB
3amUThl MHHOPMAIIUU B JIOKATBHBIX BEIYUCITUTEIBHBIX CETAX, CPEACTB 3aIIUTHI
OT HECAaHKLIMOHUPOBAHHOTO JOCTYTIA.

- meopemuyecKkue OCHOBbl KOPHOPAMUBHOU 3auumsl UHGoOpMaAyuu om
seHympennux UT-yepos,; *

— MemooOuKy npogedeHue 8ce20 KOMNIEKCA MeXHU4eCKux Meponpusmuil
no aHanu3y NOMOKO8 OAHHbIX, KAK YUPKYIUPVIOWUX 6HYMPU Nnepumempa
3auuuaemol  UHQGOPMAYUOHHOU CUCmeMbl, MAK U Nepecekarnwyux e2o;
coépeMeHHble CMmaHoapmsl U Cpeocmsed 3aujumsl OAHHLIX 8 KOPNOPAMUBHBIX
cemax *

*GClpual’l’ZMSHaﬂ yacmbov

1.2. KonnuecTBo 4acoB, OTBOAMMOE Ha OCBOEHHUE MPO(HEeCCUOHATBHOTO MOTYJIS




Bcero gacos 896, B Tom uncie B popMe MpakTUUECKOU MOArOTOBKU 824 yaca.
N3 aux Ha ocBoerne MJIK 524 gac.
B TOM 4YHCJIE€ camocTosITeNbHas padora 20 vac.
[IpakTuku, B TOM yucie yueOHas 144 yac.
IPOU3BOJICTBEHHAS (110 TPOPIITIO cieMaIbHOCTH) 216 yac.

DK3aMeH 1o MoAayJito 12 yac.



2. CTpyKTypa u coaepkanue npodhecCuoOHAITBHOTO MOTYJIs

2.1. CtpykTypa nmpodeccHoHaTEHOTO MOTYJIS

O6beM mpodeccnoHaTFHOTO MOYJIS, aK.uac.

5
4
. é PaboTa oOy4Jaronuxcsi BO B3aUMOJICHCTBUH C TIPETIOIaBaTesieM Camocros
e TebHAS
HaumenoBanust CyMNfap 2 = OOyuenie no MK [IpakTuku 6
Komer A3 ETOB HBIH _% = B mowm uucne paooTta
KOMITETEHIIH p 00BeEM @ S KYPCOBBIX
9 pohecCuoHaNBHOTO . 2
i HArpy3kd | = & nabopaTtopH pabot
MOIYJIA E D Bcero [TpomexxyTou N
, 4ac. m £ as BIX U (TIpOEKTOB) Vee6ras | [IPOU3BOA
» MPAKTHIECK CTBEHHAas
< aTTecTanus .
= WX 3aHITHIA
1 2 3 4 5 6 7 8 10
IIK 2.1 - Pazgea 1.
IIK 2.6 IIpumenenne
OK01-OK | nporpaMMHE i 306 306 228 12 74 30 72 ; 6
11 IIPOrpaMMHO-
anmnapaTHBIX CPEICTB
3amuUThl HH)OPMALIUU
[IK 2.4 Pazpnea 2.
OK 01-OK Kpunrorpaduueckue 182 182 144 i 56 i 3 i 6
11 CpelICTBa 3aIUThI
nH(bOpMaIUU
K 2.1 - Pa3pnen 3. Texunonorus
IIK 2.4, [IK | 3ammThl TaHHBIX B 180 180 132 12 76 i 40 ) ]
2.6 OK01- KOPIIOPAaTUBHBIX CETIX
OK 11
K 2.1 - [IpousBoacTBeHHAs 216 216 216




IIK 2.6 pakTUKa (1o mpoduiTro
OK 01-OK CIIeIIUATILHOCTH )
11
DK3aMEH 110 MOJTYJTIO 12 12 12 12
Bcero: 896 896 516 36 206 30 144 216 20




2.2. TemaTudeckuil TUIaH U coiepKaHre MPoecCHOHATEHOTO MOTYJIS

HaumenoBanue pasnenos

npodeccuoHaIbHOTO Copepxanue yueOHOT0O MaTepHara, O6Len
moaysst (IIM), nabopaTOpHBIE U MPAKTUIECKUE 3aHATHS, CAMOCTOATENIbHAS padoTa CTYACHTOB, KypCOBOM IIPOEKT
MEXIUCIUIUTMHAPHBIX (pabora) Hacos
kypcoB (MJIK) u Tem
1 2 3
Pa3nen 1 «lIpuMeHeHHE NPOrPAMMHBIX M IPOrPAMMHO-ANNAPATHBIX CPEACTB 3aUTHI HHGOpMaALIMN» 306
MAK.02.01. IlporpaMMHbI€e H MPOrPAMMHO-aNNAaPaTHbIE CPEACTBA 3aIIIMTHI MH(pOPMAIIUU 234
Pa3nen 1. OcHOBHBIE NPUMHIHMIBI NPOrPAMMHONM M NPOrPAMMHO-ANNAPATHOM 3aIIMTHl HH(OPMAITUHI 44
5 cemecTp
Tema 1.1. IIpenmer u Copnepxanue 6
3a/iain HpOrpaMMHO- 1.IIpenMer 1 3a1auu IPOrpaMMHO-AIIIAPATHOM 3alTUTHI HHPOPMAITUN
Ie/ll?{zif)a;gog;ammm 2.0OCHOBHBIC MIOHATHSI POTPAMMHO-AIIIAPATHOM 3aIUTHI HH(DOpMAITUN 6
At 3.Knaccudukaryst METOI0B U CPEACTB IPOrPAMMHO-AIIIAPATHOMN 3alTUTHI HHPOPMAIUH
B ToMm uncre npakTuyeckux U J1abopaTOPHBIX 3aHATUI -
Tema 1.2. Cranmaptsl Copepxxanue 10
0e30macHOCTH 1.HopMaTtuBHBIE ITPaBOBbIE aKThl, HOPMATUBHbBIE METOIUYECKHUE IOKYMEHTHI, B COCTaB KOTOPBIX BXOST
TpeOOBaHUS ¥ PEKOMEHIALINH IO 3alUTe HHPOPMAIK IPOTPAMMHBIMH U MPOTPAMMHO-aNapaTHbIMU
cpenctBamu. [Ipoduim 3anmThl IPOrpaMMHBIX U IPOTPAMMHO-ANTIAPATHBIX CPEICTB (MEKCETEBBIX
9KPaHOB, CPEJICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTENEH HH(OPMaLIUHU, CPEACTB TIOBEPEHHOM 4
3arpy3KH, CpeJCTB aHTUBUPYCHOM 3aIIUTHI)
2.CtanapThl MO 3a1UTe HUHGOPMALIMU, B COCTAB KOTOPBIX BXOJAT TPEOOBAaHUS U PEKOMEHAINH 110
3amuTe HHQOPMAIMH MPOTPAMMHBIMH H IIPOTrPAMMHO-AIIIAPATHBIMU CPEJICTBAMH.
B ToM uncre npakTHYecKUX U J1a0OpaTOPHBIX 3aHATUI 6
1. I[Ipaktuueckoe 3ausTue «O030p HOPMATHUBHBIX MMPABOBBIX AKTOB, HOPMATHUBHBIX METOINUECKUX
JOKYMEHTOB TI0 3alIuTe HH(OPMAIIMU, B COCTAB KOTOPBIX BXOJSAT TPEOOBAHUS U PEKOMEHIAINH 110 4
3amuTe HHPOPMAIIH MPOTPAMMHBIMU M POTPAMMHO-ANIapaTHBIMU cpencTBaMu. Pabota ¢
coJiep>KaHueM HOPMATHBHBIX MPABOBBIX aKTOBY.
2. Ilpaktnaeckoe 3anarue «00630p cranmapToB. PaboTta ¢ copepkaHneM CTaHIaPTOBY 2




Tema 1.3. 3ammiuenuas
aBTOMATH3UPOBAHHAS
cucreMa

CopaepxaHue

10

1.ABTOMaTH3a1Ms IIporecca 00pabOTKH HH(pOpMaIUN

2.JloHsITHE aBTOMAaTU3UPOBAHHON CUCTEMBI.

3.0cobeHHOCTH ABTOMATU3UWPOBAHHBLIX CUCTCM B 3alIUMINCHHOM HMCIIOJTHCHHH.

4.0OcHoBHEIEe BuALI AC B 3al[UIIEHHOM UCIIOJIHEHUH.

5.Metoabl co3aanus 0€30IIacHbBIX CUCTEM

6.MeTtomoJiorys IPOCKTUPOBAHHUS rapaHTUPOBaHHO 3amuieHHbIX KC

7. JIMCKpElIMOHHBIC MOJICITH

8.MaHgaTHBIE MOJEITH

B TOM uncie mpakTHYEeCKUX ¥ J1a0OpaTOPHBIX 3aHATHIA

1. IlpakTuueckoe 3aHsATHE «YueT, 00paboTKa, XpaHeHue U nepeaaya nnpopmarmu B AVC.
OrpanudeHue J0CTyna Ha BXoJ B cucteMy.nentudukanus u ayreHTuduKanms noib3oBaresneil.
Pasrpanuuenue nocrymna.

2. Ilpaxtuueckoe 3ausitue «Perucrpanus coopituii (ayaut). KoHTpob 1I€IOCTHOCTH TaHHBIX)

3. Ilpaktrueckoe 3aHATHE « Y HUUTOKEHUE OCTAaTOYHOU HHPOpMaIUU. YTIpaBiIeHUE TOJUTUKON
6e3onacHoctu. [11ab10HBI 6€30MaCHOCTI

Tema 1.4.
JlecTabunu3upyroriee
BO3IENCTBHE HA OOBEKTHI
3aIIUTEI

CopaepxaHue

1.McTOYHNKH TeCTaOMIN3HPYIONIETO BO3ACHCTBHUS Ha OOBEKTHI 3aI[UThI

2.Crioco6bl BO3/IeHCTBHS HA HHGOPMAIIHIO

3.IIpuYrHbI ¥ YCIOBHS ASCTAOMIN3UPYIOMIET0 BO3ACHCTBUS HA HH(MOPMAITHIO

B ToM umce npakTHYeCKHUX 1 Ja00paTOPHBIX 3aHITHI

1. HpaKTI/I‘ICCKOC 3aHATUC «Pacnpe;[eneHHe KaHaJIOB B COOTBETCTBHHU C UCTOYHHUKaMU BO3I[€‘ﬁCTBH$I Ha

HHGOPMAITHTOY

Tema 1.5. ITpuHuumnst
IpOrpaMMHO-annapaTHON
3aIUThl UHHOPMAIHH OT
HECAHKIIMOHUPOBAHHOTO
JOCTyTa

CopaepxaHue

10

1.IToHATHE HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH(GOPMAITIH

2.0OcHOBHBIC MOAX0bI K 3ammTe nHhpopmanuu ot HCJI

3.Opranuzanus gocTyna K (aiinam, KOHTPOJIb JOCTYIIA U pa3rpaHUYeHUE J0CTyIa, HePapXUUECKUI

J0CTyI K aittam. Gukcarus gocryna K Qaitiam

4.JlocTyn K JaHHBIM CO CTOPOHBI Mpoliecca




5.0c00CHHOCTH 3alIUThI JaHHBIX OT M3MeHeHus. [ludpopanue.

B ToMm uncie NPAKTHUYCCKUX U J'Ia60paT0'pHBIX 3aHATHH

AN

1. IpaxTnueckoe 3ansaTue «Opranusanus 1octyna K gainam»

2. IlpaxTuueckoe 3ansaTue «O3HAKOMIIEHUE C COBPEMEHHBIMU MPOTPaMMHBIMU U IIPOTPaMMHO-
annapaTHeIMH cpeacTBaMu 3amuTsl oT HC/I»

Pa3nea 2. 3amnTa aBTOHOMHBIX ABTOMATH3MPOBAHHBIX CHCTEM

54

Tema 2.1. OCHOBEI 3aIITATEI
ABTOHOMHBIX
ABTOMATH3UPOBAHHBIX
CHCTEM

CopaepxaHue

1.PaGoTa aBToHOMHOM AC B 3alIUIIEHHOM PEKHME

2. Anroputm 3arpy3ku OC. IlITaTHbIE CpeJICTBA 3aMBIKAHUS CPEHbI

3.Pacmupennie BIOS kak cpeacTBO 3aMbIKaHUsI MPOTPAMMHOMN CpeJibl

4.Cuctembl THIA DJIEKTPOHHBIHN 3aMOK. D3 ¢ IPOBEPKOM LIETOCTHOCTH ITPOrpaMMHOil cpenbl. [lonsTue
AM/I3 (toBepeHHas 3arpy3ka)

5.IlpuMmeHeHue 3aKi1aJJoK, HallpaBJIEHHbIX HA CHIKEHUE YPPEKTUBHOCTH CPENICTB, 3aMbIKAIOLIIX
cpeny.

B ToM umcie npakTHYeCKUX 1 Ja00paTOPHBIX 3aHITHI

Tema 2.2. 3ammura
POrpaMM OT U3YUCHHS

CopaepxaHue

1.13yuenue u oOpaTHOE nipoekTrpoBanue [10

2.Crnoco6s! n3ydenus [10: ctatmueckoe  JTUHAMUYECKOE U3YUYCHUE

3.33,,[[3.‘11/1 3alIUThI OT M3YUCHUA U CIIOCOOBI MX PCIICHUA

4.3arura OT OTIagKH.

5.3ammTa oT Au3acceMOIupoBaHUs

6.3a1MTa 0T TPACCHUPOBKH I10 MPEPHIBAHUSIM.

B TOM 4mce MpakKTHYECKUX M JIA00PATOPHBIX 3aHITHIMA

Tema 2.3. BpenonocHoe
IIPOrpaMMHO€E 0OecTieyeHHEe

CopepxxaHue

1.BpenoHocHOE ITporpaMMHOE 00ecIieueHIE KaK 0COOBIN BUJ pa3pyIIAIONINX BO3ICHCTBUI

2.Knaccudukarus BpeJOHOCHOTO MPOrpaMMHOT0 o0ecrnieuenus. Cxema 3apaxenus. CpeacTsa
HenTpanu3anuu BpeaoHocHoro [10. [MpodunakTuka 3apaxeHus

3.ITouck cneno aktuBHOCTH BpegoHocHOro I10. Peectp Windows. OCHOBHBIE BETKH, COJIEpKAIIUE
uHpopmanuio o BpegonocHoM [10. JIpyrue o0bekThI, conepskaniie ndopmanuio o BperoHocHom 110,
(aiinel prefetch.




4.bot-HeThl. ITpunHimn GyHKIHOHUPOBaHUsA. MeTo1bl 00HAPYKECHHMS

5.Knaccudukanysi aHTUBUPYCHBIX cpeicTB. CUTHATYPHBIA U SBPUCTUUYCCKHUIA aHAIN3

6.3ammTa OT BUPYCOB B «PYUYHOM PEIKHUMEY

7.0OcHOBHBIC KOHICTIIHWH ITIOCTPOCHHUA CUCTEM aHTHBHDYCHOﬁ 3alIUThI HA IPCANPUATHH

B ToM umcie npakTHYeCKUX 1 Ja00paTOPHBIX 3aHITHI 2
1. [Ipaktuueckoe 3anarue «lIpumMeHeHNs cpeAcTB uccaenoBanus peectpa Windows aiist HaX0XIeHUS )
CJIeJIOB aKTUBHOCTH BpeoHOCHOTO [10»
Tema 2.4. 3anura CopaepxaHue 8
IIPOrpamMM M JAHHBIX OT |1.HecankunonupoBaHHoe KonvpoBaHue nporpamMm kak tun HCJI
HECaHKLIMOHUPOBAHHOI'O 2.JOpuanyeckre aclieKThl HECAHKITMOHUPOBAHHOTO KOMTMPOBaHUS porpamm. O01iee MoHsITHE 3aIIUThI
KOIUPOBAHUSA OT KOIMUPOBAHMSI. 4
3.IIpusszka I10 k anmapaTHOMY OKPYKEHHUIO U HOCUTEIISIM.
4.3ammuTHBIC MEXaHU3MBI B COBPEMEHHOM IIporpaMMHOM obecnieueHnn Ha mpumepe MS Office
B ToM umcie npakTHYeCKUX 1 1a00paTOPHBIX 3aHITHI 4
1. [IpakTudeckoe 3aHaTHE «3ammTa HHPOPMAIIUU OT HECAHKITMOHUPOBAHHOTO KOITUPOBAHUSI C )
WCIIOJIb30BAHUEM CHELMAIIM3UPOBAHHBIX TPOrPAMMHBIX CPEACTBY
2. [TpakTrdeckoe 3aHsATHE «3alUTHBIE MEXaHU3MBI B TpuiioxkeHusx (Ha npumepe MSWord, MSExcel, )
MSPowerPoint)y
Tema 2.5. 3ammra ConepxkaHue 14
uH(opmanuy Ha MamuHHBIX | 1.ITpo6semMa 3anmThl OTYYKIaeMBIX KOMITOHEHTOB [T9BM.
HOCHUTETIAX 2.MeTob1 3auThl HHQOpPMaIIMK Ha OTYYXaaeMbIx HocuTelsx. [lludpoBanue.
3.CpejnctBa BOCCTaHOBJICHHsI ocTaTouHor nHopmanuu. Co3taHue nmoceKTopHeix 0opazos HXKMJI.
4.IlpuMeHeHue CPEICTB BOCCTAHOBIICHUS OCTATOYHON MH(OpPMAIUH B Cy1eOHBIX 6
KPUMUHAITHCTUYSCKUX IKCIIEPTH3aX U MPH pacclieIOBaHUN HHIMACHTOB. HopmaruBHas 6aza,
JOKYMEHTUPOBAHUE PE3YyJIbTaTOB
5.be3Bo3BpaTHOE yalieHUE JJaHHbIX. [ [pUHIMIIBI M aITOPUTMBL.
B ToM uncie npakTHYecKuX U J1a0OpaTOPHBIX 3aHATUI 8
1. IIpakTuueckoe 3ansaTue «lIpuMeHeHNE cpeIcTBA BOCCTAHOBIICHUS! OCTATOYHOW MH(OPMAIINY Ha 2
npumepe Foremost nnu ananora
2. Ilpaktueckoe 3ausatue «IIpumenenue cnenruaaTu3upoBaHHOTO TPOrPAMMHOTO CPEICTBa ISt 2

BOCCTAHOBJICHUS! YJAJIICHHBIX (hailIoB»




3. Ilpakrtuueckoe 3anstue «lIpumeHenne nporpamm st 6€3BO3BPATHOTO yNATICHUS TaHHBIX)»

4. Tlpaktuaeckoe 3ansatue «lIpumeHeHue nmporpamMm it MUGPOBAHUS JaHHBIX Ha CHEMHBIX 2

HOCHUTEJISIX)»
Tema 2.6. AnimapaTHbie Conepxaane 4
cpeactBa uaeHTHukanuu 1 | 1. TpebGoBaHus K anmapaTHbIM CPEICTBAM HICHTU(DHUKAINN U ayTCHTH(GHUKAIIUK [0JIb30BaTENeH,
ayTeHTH(UKaIuu npumensieMbiM B 33 u AIIM/I3 4
10JIb30BaTENIEN 2.¥Ycrpoiicrea Touch Memory

B TOM 4mcIe MPaKTUYECKUX M JIA0OPATOPHBIX 3aHITHHA -
Tema 2.7. Cuctembl CopepxxaHue 8
OOHapyKEHUS aTaK u 1.COB u COA, otinuuus B byHkiuax. OcHoBHbIE apxuTekTyphl COB
BTOP>KEHUI 2.Mcnonp3oBanue ceTeBbix cHuddepo B kauecte COB

3.Anmapartssiii kommoaneHT COB

. 4

4 Ilporpammusiii komnoHeHT COB

5.Mopenu cuctembl 0OHapykeHUs BTop>keHnid, Kitaccudukanms cuctem oOHapyKeHUsI BTOPKEHUH.

Oo6napyxenue curHatyp. O0HapyxeHue anoManui. J[pyrue MeTo bl 00HAPYKCHHS BTOPYKEHUH.

B ToM umcie npakTHYeCKHUX 1 1a00paTOPHBIX 3aHITUI 4

1. IlpakTueckoe 3ausitue «MoaenupoBaHue NPOBEICHUS aTaku. M3yueHne HHCTpyMEHTaIbHbIX 4

CpeaCTB OOHAPYKEHUS BTOPKEHUI
Paznen 3. 3amura uHgopmManum B JOKAJIbHBIX CETAX 12
Tema 3.1. OcHOBEI CopepxaHue 4
MOCTPOEHUS 3aIIUIIEHHBIX 1.Cetn, paboTaromye mo TeXHOJIOTHH KOMMYTAIIMU TTAKETOB
ceTen 2.Crek npotokosioB TCP/IP. OcoOeHHOCTH MapIIPyTH3AIMH.

3.1IItaTHBIC Cpe/ICTBA 3aIIMTHI HHGOPMaIHK cTeka mpoTokojoB TCP/IP. 4

4.CpencrtBa ueHTH(PHUKAINN U ayTEHTU(PHUKAIIMY Ha pa3HbIX ypoBHsIX npoTtokona TCP/IP,

JIOCTOMHCTBA, HEJIOCTATKU, OTPAaHUYCHHUSI.

B TOM umcIe MpaKTUYECKUX M JIA00PATOPHBIX 3aHIATHMA -
Tema 3.2. CpenctBa CopepxxaHue 8
opranuzanuu VPN 1.BupTyanbHas yactHas cetb. ODyHKIUH, HA3HAYCHHUE, IPUHITUIT TOCTPOCHHUS 4

2.Kpunrorpaduyeckre ¥ HEKpunTorpapudeckue cpeacTra opranusamuu VPN




3.¥YcrpoiicTa, oOpasyromue VPN. KpunTomapuipytusaTop ¥ KpUOTODUILTD.

4 Kpunrtopoytep. [IpuHITUIIBI, apXUTEKTYpa, MOACIb HAPYIIUTENS, JOCTOMHCTBA U HEJIOCTATKH

5.Kpunrodmibtp. [IpuHIUIIEI, apXUTEKTypa, MOACITH HAPYIIUTENS, JOCTOMHCTBA U HETIOCTATKH

B toMm uncie NPAKTHUYCCKUX U J'Ia60paT0pHBIX 3aHATUH

B~

1. IlpakTrdaeckoe 3anstue «Pa3pepreiBanue VPN

Pa3nen 4. 3amura uadgopma

MU B CETSAX 00Iero J0CTyna

12

Tema 4.1. OGecrieueHue
0€30IIaCHOCTH MEXKCETEBOTO
B3aUMOJICUCTBUA

CopepxxaHue

12

1.MeTob1 3aUThl HHGOpPMAIIMK TPH pabOTE B CETAX OOIIEro JOCTYIA.

2.MexceteBsie dkpanbl THNA firewall. /loctouHcTBa, HEOCTATKU, peaTn3yeMble TOTUTHKU
0€e30I1aCHOCTH

3. JIndbdepeHpoBaHHBIN 3a4ET

4.0OcHoBubie Tumbl firewall. CumMmerpuunbie 1 HecumMmeTpuuHble firewall.

5.¥Yposens 1. [TakeTHbIC PHIBTPHI

6.YpoBeHb 2. OuapTpaliys CIIy»K0, IOMCK KIIOUYEBBIX CIIOB B TEJIC MAKETOB HA CETEBOM YPOBHE.

7.YpoBensb 3. Proxy-cepBepa NpHKIAJHOTO YPOBHS

8.O1HOXOCTOBBIC M MYJBTHXOCTOBBIE firewall.

9.0cHOBHBIE TUIIBI APXUTEKTYP MyJIbTUXOCTOBBIX firewall. TpeboBaHus K Ka)KJOMY XOCTY UCXOS U3
ApXUTEKTYPHI U BBINOJIHIEMbIX (YHKIMN

10.TpebGoBanus 1Mo cepTUGUKANN MEKCETEBBIX YKPaHOB

B TOM 4mcIe MPaKTUYECKUX M JIA00PATOPHBIX 3aHIATHIMA

1. IIpaktuueckoe 3anstue «M3ydyenue u cpaBaeHue apxutektyp Dual Homed Host, Bastion Host,
Perimetry.

2. HpaKTI/I‘IeCKOC 3aHATUC ((HSyquHe Pa3INIHbIX crmoco0oB 3aKPBITHUS KOIMACHBIX» ITOPTOB»

Paznen 5. 3amura undgopma

MU B 0a3aX JAHHBIX

10

Tema 5.1. 3amura
uHpOopManuu B 6azax
AHHBIX

CopepxaHue

10

1.OcHOBHBIE THIIBI YTP0o3. Moenp HapyIITUTEIsI

2.CpeacTa uacHTUGHUKAIIMN M ayTeHTU(QHUKAMK. YTIpaBIecHUE JOCTYIIOM

3.CpeacTBa KOHTPOJIS IEIOCTHOCTH MH(popMaIu B 0a3ax JaHHBIX

4.CpenctBa ayauTa U KOHTPOJs Oe3omacHocTd. Kpurepru 3aluineHHOCTH 0a3 JaHHBIX

5.IIpuMeHeHHne KpUNTOrpauIecKUX CPEJICTB 3alMThl HHOOpMAIMU B 0a3ax JaHHBIX

B ToM umcie mpakTHuYecKux U Ja00paTOPHBIX 3aHATHIA




1. Tlpaktuueckoe 3anstue «M3yuenne mexanm3aMoB 3anuTel CYBJI MS Accessy 2

2. Ilpaktuueckoe 3ansitue «M3ydyenue mratubix cpeacts 3ammThl CYBJ MSSQL Server» 2
Paznen 6. MOHUTOPHHI CHCTEM 3aIIIUThHI 54
Tema 6.1. MoHUTOpPUHT Conepxanue 8
CHCTEM 3aIlUThI 1.ITonsiTue 1 060CcHOBaHKE HEOOXOIUMOCTH UCIIOJIB30BAHUS MOHUTOPHUHIA KaK HEOOXO0IUMOM

KOMITOHEHTHI CHCTEMBI 3aIIUThl HH)OpMaIK

2.0cobGeHHocTH hUKcaIMu COOBITHH, TOCTPOCHHBIX HAa Pa3HBIX MPUHITUIIAX: CETH C KOMMYTAaIHeH

COCAUHEHMH, ceTh ¢ KoMMmyTaluen makeros, TCP/IP, X.25

3.Knaccudukanus oTciexnBaeMbix coObITUH. OCOOEHHOCTH MOCTPOSHUS] CHCTEM MOHUTOPHUHTA 6

4. Vicrounuky uH(OOpPMAIIMH JTSI MOHUTOPUHTA: CETEBBIC MOHUTOPBI, CTATUCTUYCCKHE XapaKTEPUCTUKU

Tpaduka uepe3 MO, npoBepka pecypcoB 00IIEro MOJIb30BAHHUS.

5.Knaccudukanus ceTeBIX MOHUTOPOB

6.Cuctembl ynpapiaeHHus COOBITUSIMH HH(pOpMaIIMOHHOM Oe3omacHoctu (SIEM).

0630p SIEM-cuctemM Ha MUPOBOM M POCCHHCKOM PBIHKE.

B ToM uncie npakTHYecKUX U JJa0OpaTOPHBIX 3aHATHI 2

1. Ilpaktuueckoe 3ansiTue «M3ydeHue u CpaBHUTEIBHBIN aHAIU3 PACITPOCTPAHEHHBIX CETEBBIX

MonuTopoB Ha npumepe RealSecure, SNORT, NFR unu npyrux ananoros. [IpoBenenue ayaura JIBC 2

CeTeBBIM CKaHepoM (Ha npumepe MaxPatrol 8)»
Tema 6.2. 3yuenue mep Copepxanue 4
3anuThl UHGOpPMaAIUU B 1.U3zyuyenue TpeboBanuii 0 3amuTe HHGOPMAILIMU, HE COCTABIISIIONICH TOCYIapCTBEHHYIO TaliHy. )
UH(POPMAITMOHHBIX M3yuenne meToguuecknx JokyMeHToB @CTOK mo nmpuMEHESHHIO MEP 3aIUTHIL.
CUCTeMax B ToM uncie npakTHYecKUX U J1a0OpaTOPHBIX 3aHATUI 2

1.IIpaktrdeckoe 3ansitue «Bei00op Mep 3amuThl HHOOPMAIMH TS UX peaTH3aliy B HH)OPMAIIHOHHOM

cucteme. BeIOOp COOTBETCTBYIONIUX MPOTPAMMHBIX U IPOTPaMMHO-ANMapaTHRIX CPEJICTB U

PEKOMEHIALMI IO KX HACTPOUKEY. 2

6 cemecTp

Tema 6.3. 3yuenne Copepxanue 8
COBpPEMEHHBIX TIporpaMMHO- | He npeycMoTpeHo -
anmnapaTHbIX KOMIUIEKCOB. B ToM uncre npakTuyeckux U J1abopaTOPHBIX 3aHATUI 8




1.IIpakTudeckoe 3aHATHE «Y CTAHOBKA U HACTPOIKA KOMILJIEKCHOTO CPEJICTBA HA IPUMEPE
SecretNetStudio (yueOHast TUIIEH3US ) WA IPYTHX aHAJIOTOBY

2.IlpakTruyeckoe 3aHiTHE «Y CTAaHOBKA M HACTPOIKA MPOTPAMMHBIX CPEJICTB OIICHKU 3aIUIIEHHOCTH U
aynuTa HHQOPMAIIMOHHOM 0€301acHOCTH, U3yueHue (PYHKIIMI U HACTPOiiKa peKUMOB padOThI Ha
npuMmepe MaxPatrol 8 wim qpyrux aHaiorosy

3.ITpaktuyeckoe 3ansaTue «M3ydeHue THIIOBBIX pelieHuit A noctpoenuss VPN Ha npumepe VipNet
WJIY APYTUX aHAJIOTOBY»

4 Ilpaktudeckoe 3ansTue «V3yueHne COBpeMEHHBIX CHCTEM aHTHUBUPYCHOM 3aIlIUTHI HA TIPUMEpPE
koprnopatuBHbIX perienuil KasperskylLab nnu nqpyrux ananoros. M3yuenue ¢pyHkimonana u odmacteit
npumenenust DLP cuctem Ha npumepe InfoWatchTrafficMonitor wiu Ipyrux aHaJaoroB»

Tema 6.4
H3yuenue npoepammno-
annapammuvix cpeocmae

sawumul ungopmayuu OKBH
CAIIP*

Copepxanue

34

1.ITnaropmennsnie pemenuss OKb CAIIP

2.JloBepenHas 3arpy3ka Ha 0a3ze Axkkopa-AMJI3

3.MuTerpanus C31 HCJI ¢ KoHTpoJIeM AOCTYIIA M BHJICOHAOIIOICHUEM

4 ITpumenenune ITAK Akkopa 115 pa3rpaHHUeHUs JOCTYNa K JAHHBIM

S.IIporpaMMHO-annapaTHbIA KypHAI
6 TTAK «MHJI»

7.Pabota ¢ cucteMoil yrpasiieHus coObITUAMH HHGOpMaroHHor 6e3onacHocT (MaxPatrol SIEM).

22

B TOM 4mcIe MPaKTHYECKUX M JIA00PATOPHBIX 3aHIATHMA

12

1.IlpakTrueckoe 3aHsATHE «Y CTAaHOBKA M HACTPOIKA MpaB MOJIb30BATENS M aAMUHHUCTpaTopa B AM/J13
Axkkopa GX. M3ydenne ocodeHHOCTel 3amuTHBIX QyHKImd AMJI3 Akkopa GX»

2.IlpakTraeckoe 3ansaTue «Padota ¢ 3ammmeHHbM cinyke0HbIM HocuTeneM OKB CATIP Cekpet
Oco06oro HazHaueHHs. Y CTAaHOBKA M HACTPOWKA MTOJTUTHKY.

3.IIpaktuueckoe 3anarue «Pabota ¢ 3amumiennsM ciyke6HpIM HocuTereM OKb CATIIP Cekpet
Oco0boro Ha3zHaueHus1. M3ydeHne 0cOOCHHOCTEH pabOThI ¢ 3alTUIIIEHHBIM CEKTOPOM HAKOTTUTEIIS
Cexper Oco00ro Ha3HAYCHUSD)

4. Ilpaktrueckoe 3ausTHe «Pabdora ¢ 3amumenHsM ciy)eOHbiM HocuTenieM OKB CATIP Cekper
Ocob6oro Ha3HAYECHUSD»

[TpumepHas TemaTuKa BHEAYJUTOPHON CaMOCTOSITENIbHOM paboThl, pedepaT Ha TEMBI:
M3yueHne HOBBIX TEXHOJIOTUI XpaHeHHs HH(POPMALIUH;
CratucTuKa U aHajau3 KPYNHbIX yTeueK HH(OpPMAaLIUY 33 TOJI;




[Touck nHpOpPMALIMK O HOBBIX BUIAX aTak Ha HH(POPMAIIMOHHYIO CHCTEMY;

0O0630p cOBpeMEHHBIX IPOrPAMMHBIX M IPOrpaMMHO-AINAPATHBIX CPEICTB 3aALUTHI;

CpaBHUTENBHBIN aHAJIU3 COBPEMEHHBIX IPOrPAaMMHBIX U MPOrPaMMHO-aNapaTHIX CPEJCTB 3aIUTHI;
[Tpob6aemsl paboTs! KoprnopatuBHEIX AVC B ycl0BUSX YAAJIECHHOTO JIOCTYTIA.

TemaTuka KypcoBbIX IPOEKTOB (padoT)

1.0uenka 3¢ (eKTUBHOCTH CYHIECTBYIOMIMX MPOTPAMMHBIX U TPOrPaMMHO-AIAPATHBIX CPEJICTB 3aIUTHI HHPOPMAIIUH C
IPUMEHEHHUEM CHEIHMATIN3UPOBAHHBIX UHCTPYMEHTOB U METO/10B (MHIMBUYaJIbHOE 3a/1aHUE)

2.0030p 1 aHAJINU3 COBPEMEHHBIX MMPOTPAMMHO-AMIAPATHBIX CPEACTB 3aIIUTHI HH(DOpPMALUY (MHIWBUYallbHOE 3a/1aHUE)
3.Bb100p ONTUMAIBHOTO CPEICTBA 3aIUTH HHPOPMAIH UCX0/Is U3 MeToaudeckux pekomennanuii ®CTOK u umeronmxcs

UCXOIHBIX TAHHBIX (MHIUBUAYaIbHOE 3aJaHUE) 30
4.TlpuMeHeHue MPOrpaMMHO-aNIaPaTHRIX CPECTB 3aIUTH HH()OPMAIIHMK OT Pa3TUYHBIX TUIIOB YIPO3 HA MPEATNPHUATHN

(MHIMBUAYATLHOE 3aJIaHNC)

5.IIpo6nema 3amuTsl HHGOpPMAIUK B 00JIaYHBIX XpaHuwiuax nanueix u O/ Jax

6.3amuTa cpeq BUPTYyanu3alui

IIpomeskyTouHas arrectanus B popme sx3amena mo MJIK.02.01 12
Y4eOnasa npakTuka pasgena 1 72
Bunsr pabot

[TpumeHeHne mporpaMMHBIX U IPOTPaMMHO-aNNapaTHRIX CPECTB o0ecrieueHrs: HHPOPMAIMOHHON 6€30MacHOCTH B 6
ABTOMAaTHU3UPOBAHHBIX CUCTEMAX

JnarHocTuka, ycTpaHeHHE OTKa30B U obecredeHne paboToCmoCOOHOCTH MPOrpaMMHO-ANMapaTHRIX CPECTB OOECTICUeHHUS 6
MH(GOPMallMOHHON 06€3011aCHOCTH

Onenka 3¢ (HeKTUBHOCTH MPUMEHSEMBIX IPOTPaMMHO-ANMapaTHRIX CPEJICTB o0ecneueHrs HH(HOPMAIMOHHON O€30MMacCHOCTH 6
CocraBiieHHEe TOKyMEHTAIIMH 110 YYeTy, 00padoTKe, XpaHeHUIO U Tepeade KOH(GUIeHIINaIbHON HHPOpMAITIN 6
Hcnonk30BaHne MporpaMMHOTo obecriedeHus 1j1sl 00pabOTKH, XpaHEHUs U nepefaur KoHGuAeHIInaIbHOW nHpOpMaluu 6
CocraBrieHre MapIIpyTa U COCTaBa MPOBEICHUS PA3IMYHBIX BUJIOB KOHTPOJIbHBIX MPOBEPOK MPH ATTECTALIMH 00HEKTOB, TOMEIICHHH, 6
pOrpaMM, allrOPUTMOB.

VYcerpaneHue 3aMedaHnii 1o pe3yJsIbTaTaM MPOBEPKH 6
AHanu3 ¥ COCTaBJICHHE HOPMATUBHBIX METOUYECKIX JOKYMEHTOB M0 00eCrieueHn 0 HH()OPMALIMOHHON O€30IMacHOCTH MPOTrPAMMHO- 6
arnmapaTHBIMH CPEJICTBAMH, C YI€TOM HOPMATHBHBIX MTPABOBBIX aKTOB.

[TpumeHeHre MaTeMaTHYECKUX METOAOB JUIS OIICHKH KadecTBa U BHIOOPA HAMTYUILIEro TPOrPaMMHOTO CpeACTBa 6
[IpoBenenue ayaura nHOOpPMAIMOHHOM 0€30MMaCHOCTH 6
Ipumenenue OC Kali Linux 0ns mecmuposanusi Un@opmMayuoHHOU cucmemvl Ha NPOHUKHOgeHue * 6




Yemanosxka u nacmpouika OC Astra Linux* 6
Pa3nen 2 «lIpuMeHenne KpunrorpaguuecKux CpeacTB 3alllMThl HH(POPMAITUI 182
MJ/K.02.02. Kpuntorpaguueckue cpeacTBa 3alllUTHl HHpopManuu 150
BBenenue Conepxanue 2

1.ITpeamer u 3agaum kpunrorpadun. Mcropus kpunrorpaduu. OCHOBHBIC TEPMHUHBI 2

B TOM 4mcIe MPaKTUYECKUX M JIA0OPATOPHBIX 3aHITHHA -
Pa3nea 1. MartemaTHuyecKue OCHOBBI 3allIMThl HH(OPMAITUH 30
Tema 1.1. Marematnueckue | ComepxaHue 30
OCHOBBI Kpunrorpapuu 1.2nemMeHTsl TeOpUHr MHOXKECTB. [ pynmbl, KOJbLia, MOJIA.

2. JlenumocTh yncedn. [IpusHaku genumocTu. IIpocThie M cOCTaBHbBIE YUCTA.

3.0cHoBHas Teopema apudmeTku. Hanbonpummii o0muii genurens. Bzanumao

npocthie ynciaa. Anroput™m EBknnna mist Haxoxaenust HOJL.

4.0tHomeHus cpaBHuMocTU. CBOICTBa cpaBHEeHU. MoaynsipHas apuQMeTHKa.

5.Kmaccel. [lonnas u npuBeneHHas cucrema BerueToB. Oynkius Ditniepa. Teopema depma-Diinepa.

AJTOpUTM OBICTPOTO BO3BEJICHUS B CTETICHD M0 MOAYIIIO.

6.CpaBHeHnus nepBoi creneHu. JInHeHbie 1uodaHTOBBl YpaBHEHUS. PaciupeHHbIi alroputm

EBkinna. 24

7.Kuraiickas Teopema 00 OCcTaTKax.

8.ITpoBepka yricen Ha MPOCTOTY. AJITOPUTMBI TEHEPAITUH MPOCTHIX YUCesl. MeToa MPOOHBIX JETCHUI.

Pemero Dpartocdena.

9.PaznoxeHne ynciia Ha MHOKUTENU. AIropuT™bl pakropuzanuu. Pakropuzanus Oepma. Meton
Ilonnapna.

10.AnropuT™Mbl IHCKpeTHOTO JorapudmupoBanus. Merox [lomnapaa. Meton Iloppa.

11.ApubMeTryeckre onepayuy HaJ OOJIbIIMMU YUCIAMH.

12.91mMnTHYecKue KPUBBIC M UX MIPHIIOKCHHS B KpUNTOTpaduu.

B TOM ymcIe MpaKTUYECKUX M JIA00PATOPHBIX 3aHITHHA

1.ITpaktuueckoe 3ansitue «lIpumenenue anroputma EBknuaa mis naxoxaenus HOJI. Pemenue
JUHEHHBIX TUO(PAHTOBBIX YPABHCHUI

2.IIpakTraeckoe 3aHsATHe « [IpoBepka uncen Ha MPOCTOTY»

3.IIpakTuueckoe 3anarue «Peienue 3aa4 ¢ 31eMEHTaMH TEOPUN YHCETD.

N (N DD




Paznen 2. Knaccnueckasi kpunrorpadgus 32
Tema 2.1. MeTonasl CopepxxaHue 14
KpunTorpadguaeckoro 1.Kiraccudukanmsi OCHOBHBIX METOJIOB KpUNTOTpadUUeCcKOi 3auThl. METOIbI CHMMETPHYHOTO
3aIUTHl THGOPMALTH mudpoBaHus

2.11Iudpsr 3amensl. [Ipoctas 3ameHa, MHOroayipaBUTHAS MTOACTAHOBKA, TPOMIOPIIMOHATBHBIN (P 8

3.Metopl nepectaHoBKH. Ta0auuHas mepecTaHOBKa, MapIIPYTHAsl IEpPEeCTaHOBKA

4 I"'ammupoBaHue. I'aMMHUpoBaHKE ¢ KOHEYHON M O€CKOHSYHON raMMaMu

B TOM 4mcIe MPaKTUYECKUX M J1A00PATOPHBIX 3aHITHIMA 6

1.IIpakTraeckoe 3austue «lIpuMeHeHne KITacCHYECKUX TMGPOB 3aMEHBI 2

2.IIpakTudeckoe 3anaTre «I[IpuMeHeHne KIacCHUeCKUX MU(POB NEPECTAHOBKM 2

3.IIpaktraeckoe 3ansaTue «IIppMeHeHne MEeTO1a TAMMHUPOBAHUSD) 2
Tema 2.2. Kpunroananus Copepxanue 12

1.0OcHOBHBIE METOABI KpuNTOaHaIM3a. Kpunrorpadbudeckne aTaku.

2 Kpunroraduueckast cCTOHKOCTh. AOCOIIOTHO cTOMKHE KpunTocucTeMbl. ITpunnmne Kupkxoddcea 6

3.IlepcrieKTUBHBIE HATPABJICHHS KPUTITOAHAIM3a, KBAHTOBBIA KPUIITOAHAIH3.

B ToM umcie npakTHYECKUX U JIA0OPATOPHBIX 3aHATHH 6

1.IIpaktuueckoe 3anarue «Kpunroananus mmdpa npocToit 3aMeHbl METOJIOM aHAIH3a YaCTOTHOCTH 2

CHMBOJIOBY

2.Ilpaktuyeckoe 3aHsaTre «KpunroaHaius KacCH4ecKuxX MugpoB METOIOM MOJHOTO Tiepedopa 2

KJIFOUEH»

3. Ilpaktuueckoe 3anstue «Kpunroananus mudpa Bikuaepay 2
Tema 2.3. IloTouHEBIE CopepxxaHue 6
mUQpPbI ¥ TeHEPATOPBI 1.OcHOBHBIC MPUHIKIIBI TOTOYHOTO mudpoBanus. [Ipumenenne renepatopos I1ICH B kpunrorpaduu
TICEBIOCTYYAMHBIX YUCE 2.Mertobl IOTy4YeHHs NIceBIOCTyUaiHbIX ocneaoBatenbHocTeil. JIKD, meton @ubonauuu, MeToa 4
(TICY) BBS.

B TOM umcIe MpakTUYECKUX M J1JA0OPATOPHBIX 3aHATHHA 2

1.Ilpaktuueckoe 3anarue «IIpumenenue Mmerono reneparuu [1CUy 2
Paznen 3. CoBpemenHasi Kpuntorpadusi 78
Tema 3.1. KogupoBanue CopepxxaHue 10

1.KoaupoBanue nanpopmanuu. CuMBOJIBHOE KojiupoBaHue. CMBICIIOBOE KOJIMPOBAHUE. 6




UHpOpPMALINH.

2.Mexanm3anus mudposanus. [Ipeacrasnenune nHbopmaryu B geornuHoM kojae. Tabauia ASCII

Komnrerorepuszanus 3.Komnbrotepuszanus mu@poBanusi. AnmnapaTHoe U MporpaMmMHoe MuQpoBaHUe
i poBaHuUs. B ToMm umcie npakTHUeCKUX 1 J1a00paTOPHBIX 3aHITHI 4
1.ITIpaktuyeckoe 3anstue «KonupoBanue nHMOpMALIAN 2
2 IlpakTudeckoe 3ansatue «lIporpaMMHas peaausamus KIacCHISCKUX MHGBPOB» 2
Tema 3.2. CummeTpuuHbIe Coneprxanue 18
CHUCTEMBI (P POBAHUS 1.061mue cenenusi. CTpyKTypHasi cXxeMa CUMMETPUYHBIX KPUIITOTpahuUeCKHX CUCTEM.
2.U3yuenue 3apy0exnbix cumMmerpudHbix mmdpos DES u AES. CoBpeMeHHBIE METOIBI
KpUNTOAHAIN3a CHMMETPUYHBIX MIHPpoB* 12
3.0teuectBennsbie cranaapThl mudposanus [OCT 28147-89*
4.0teuectBennble ctannaptel mudposanus 'OCT 28147-89, TOCT P 34.12-2015 u I'OCT P 34.13-
2015 n X KpUnNTOaHAIN3
B ToM umcie npakTHYecKUX U JIa0OpaTOPHBIX 3aHATUI 6
1.IIpakTudeckoe 3anarue «IIporpammHuas peanu3anys CHMMETPUYHBIX KPUNITOTPAPUIECKUX 2
anroputMmoB DES, AES»
2.Ilpaktuueckoe 3anarue «lIpoepammuas peanuzayus CUMMEMPUYHBIX KPUNNOSPADUUECKUX 2
ancopummos RCy*
3.IIpaktuueckoe 3anatue «lIpoepammuas peanuzayus CUMMEMPUYHBIX KPUNTNOSPADUYECKUX 2
aneopummos omeyecmeernno2o cmanoapmos ' OCT P 34.13-2015»*
Tema 3.3. Acummerpuunbsie | ConepxaHue 8
CUCTeMBI MIH(pOBaHUS 1.KpunrocucreMsl ¢ OTKpbITEIM KitouoM. HeoOpaTtumocTs cucteM. CTpyKTypHas cxema mu(poBaHUs
C OTKPBITHIM KJIIFOUOM. 4
2.97eMEeHThI TEOPUH YHCEI B KPUNITOTPA(PHH C OTKPBITHIM KITFOYOM.
B TOM umclIe MPaKTHYECKUX M JIA00PATOPHBIX 3aHIATHIMA 4
1. IIpaktrdeckoe 3aHsATHE B (pOpME MIPAKTUIECKON MOATOTOBKHU [IpuMeHeHne pa3mndHbIX )
ACMMMETPUYHBIX aJITOPUTMOB.
2. IlpakTrueckoe 3aHsATHE B POpME MPAKTUYECKON MOATOTOBKY M3yueHne nporpaMMHON peaan3anuu 5
acUMMETpUYHOTO ajnroputma RSA
CopepxxaHue 12
Tema 3.4. Ayrenruduranus | 1.Ayrenrndukanus naaabix. O6uwe noustus. D11 MAC. OxgHoHanpaBieHHbIE Xenl-(Q)yHKINH. 4




JAaHHBIX. DJIEKTPOHHAS

ANTOpUTMBI IIUGPOBOM MOAITUCH

MOANNCh B ToM uncie npakTU4ecKuX U J1a0OpaTOPHBIX 3aHATUI 8
[TpakTnueckoe 3ansatue «IIpumeHeHne pa3aMuHbIX (YHKIUN XEIIMPOBAHUS, aHATIU3 0COOCHHOCTEN 2
Xemen»
1.IIpakTuueckoe 3anatue «I[Ipumenenre kpunrorpa@uueckux arak Ha Xem-QyHKIHHL. 4
2 Ilpaktuyeckoe 3anstue «M3yueHre nporpaMMHO-aNnapaTHbIX CPEJICTB, PEATU3YIOIIUX OCHOBHBIE )
by D11»
Tewma 3.5. AnroputMmsl Copepxanue 10
oOMeHa Kiro4e u 1.AnropuT™MBI pacnpeaeneHus Kiaodeld ¢ TPUMEHEHUEM CUMMETPUYHBIX 1 ACUMMETPUYHBIX CXEM 4
IPOTOKOJIBI [IpoTokounsl ayTenTudHUKamy. B3anmuas ayrentudukanms. OTHOCTOPOHHSAS ayTeHTH (KA
ayTeHTH(DHUKALUH B ToM uncie npakTHYecKUX U J1a0OpaTOPHBIX 3aHATUI 6
[Mpaktuueckoe 3ansarue «IIpumenenue nporokona Auddu-Xemmmana st 0OMEHa KITF0oYaMu 2
mu(GpoBaHUS.
[IpakTuueckoe 3anarue «M3yueHne NpuHIUIOB pabOThl MPOTOKOJIOB Ay TEHTU(PHUKALIUY C 4
UCIOJIb30BAHUEM JIOBEPEHHOI CTOPOHBI Ha puMepe nporokoia Kerberosy.
Tema 3.6. Kpunro3amura Copepxanue 4
WH(GOPMAIIUU B CETIX 1.A6onentckoe mudposanue. [laketHoe mudpoBanue. 3amura EHTpa TeHEpaIlliN KITFOYEH.
nepeiauy JaHHBIX Kpunrtomapmpyruzarop. [lakeTHblil QuiabTp 4
2.Kpunrorpaduueckas 3anmra 6eCpoBOAHBIX COSTUHEHHH B ceTsx ctanmapTa 802.11 ¢
HcnoJib3oBanueM mpoTokosioB WPA, WEP.
B ToMm uncie npakTHYeCKUX 1 1a00paTOPHBIX 3aHITUI -
Tema 3.7. 3amura CopaepxaHue 8
uHbopMaluu B 1 .IIpuHimne! GyHKIIMOHUPOBAHUS HIEKTPOHHBIX IIATEKHBIX CUCTEM. DIIEKTPOHHBIE IIACTUKOBBIC
AIIEKTPOHHBIX MJIATEKHBIX KapThl. IlepcoHanbHbIi HIeHTU(UKALMOHHBIA HOMEP 6
CUCTEMAX 2.IIpuMeHeHre KpUnTorpagpuuecKux NpOTOKOJIOB JUIsd oOecrieueH st 6€30MacHOCTH 3IEKTPOHHON
KOMMEPIIHUH.
B ToM uncre npakTHYecKUX U JJa0OpaTOPHBIX 3aHATUI 2
1.IIpaktuyeckoe 3anstue «lIpuMeHnenue ayTeHTU(PUKALUHU IO OJTHOPA30BbIM MapoiisiM. Peanuzanus )
QJITOPUTMOB CO3/IaHMS OJTHOPA30BBIX MAPOJICH»
Tema 3.8. KomnbrotepHas CopepxaHue 8
creranorpadus 1.CxpsiTas nepenava nHGopManuy B KOMIBIOTEPHBIX cucTeMax. [Ipobiema ayreHTHhUKaN 2




MYJIbTUMEIUHHON HH(pOpMAIIHHK. 3aliuTa aBTOPCKUX MPaB.

2.Metoabl KOMIbIOTEPHOI cTeranorpaduu. [ludposbie BoasHbIE 3HAKU. ATTOPUTMBI BCTPaUBaHUs
11B3

B ToM uncie npakTHYecKUX U JJa0OpaTOPHBIX 3aHATUI 6
1.IIpaktuyeckoe 3anstue «O030p U cpaBHUTENbHBIN aHanu3 cyuiecTByromero [10 ans BcTpauBaHus )
11B3»
2 IlpakTudeckoe 3aHaTHe «Peaausaius MpoCcTeHINX cTeraHorpaMIecKuX aropuTMOBY 4
[TpumepHas TeMaTHKa BHEAYIUTOPHON CAMOCTOSITETILHOM paboTHI, pedepaT Ha TEMBI:
OnTumu3anus METOJJ0B YaCTOTHOTO aHaJIU3a MOHOAI(PaBUTHBIX MU(POB;
AHann3 COBpEMEHHBIX CHMMETPUYHBIX KPUIITOAITOPUTMOB; 6
AHaJ13 COBPEMEHHBIX aCUMMETPUYHBIX KPUIITOAITOPUTMOB;
[lepcnieKTMBHBIC HAMPABJICHUS KPUITOTPAPHUH.
IIpomexyTouynas arrectauus B popme nudpdepennuposannoro savyera no MJIK.02.02 2
Y4eOHasi npakTUKa pa3jena 2 32
Buasr pabot
Hcnonb30BaHKE TUMOBBIX KPUNITOTPAPUUECKUX CPEJCTB M METOI0B 3aIUTHl UHGOPMAITUH, B TOM YUCJIE U AIEKTPOHHON MOIITUCU 6
Hccneoosanue ancopummos cospemertulx 3apyoexicHvlx cummempuynoco wugpos FEAL, IDEA, RC4, RCS5, RC6. Hx npoepammnas 6
peanuzayus U copemMeHHble Memoovl KpURmoananuza*
Hccneoosanue aneopummoe cogpemMeHHbIX OmeyecmeeHHblX CUMMempuyHo20 wugpoe Maema u Kysueuuk. Ux npoepammnas 6
peanuzayus U cogpemMeHHble Memoovl KpUnmoananuza*
Hccneoosanue ancopummos xawuposanus MD4, MD5, SHA-1, SHA-2 u SHA-256. Ilpumenenue ¢hynxyuti xouuposanus ¢ L1 u 6
aymenmugurayuu coobwenuti na npumepe Kerberos*
H3zyuenue keanmosvix memooos 6 kpunmoepaguu. Keanmogvie memoowvt Kpunmoanaiusa u npocpamMMHAs pearu3ayus K8aHMOBbIX 8
aneopummos Ha npumepe anreopumma gaxmopusayuu [llopa™
Paznen 3. «Texnonozus 3auiumosl OQHHLIX 8 KOPROPAMUBHBIX CEMAX)» * 180
MJIK 02.03 Texnonozus 3auiumsl OQHHBIX 8 KOPNOPAMUGHLIX CEMAX * 140
Tema 1.1. BBeneunue B CopepxxaHue 22
3al0UTY JaHHBIX B AXTyalbHOCTb 3alIUTEl JAHHBIX. YTpo3bl b B KOPIOpPAaTHBHEBIX CETAX
KOPIOPATUBHBIX CETIX OCHOBBI CETEBBIX TEXHOJIOTUNA. APXUTEKTYypa KOPIIOPATUBHBIX CETEN 14

[Tpunnumnet padotel VPN (IPsec, 'OCT-mudpoBanue)




B TOM 4mcIe MPaKTHYECKUX M JIA00PATOPHBIX 3aHITHMA 8
1.IIpakTrueckoe 3ansTHe «Pa3BEPThIBAHKE BUPTYATbHBIX MAIITUH)» 4
2.IIpaktuyeckoe 3ansTre «Pa3BépTriBaHNE BUPTYAJIBHBIX CETEH 4
Tema 1.2. CopepxaHue 42
AnmvunuctpupoBanue OC Linux (aAMUHUCTPUPOBAHKUE, KOMAH]IbI, HACTPOHKA CETH)
['pynmoseie noautuku Windows Server. 10
3amura TOMEHHON CETU
B ToM umcie MpakTHYECKUX U JIA0OPATOPHBIX 3aHATHH 32
1.IIpakTrueckoe 3anstue «Padora ¢ komanmamu Linux (iptables, nmap, tcpdump)» 6
2 Ilpaktuyeckoe 3anarue «Hactpoiika ceteBoit 6e3onacHoctr B Windows Server» 4
3.IIpakTnueckoe 3ansatue «Hacrpoiika iptables, firewall, VPN Ha Linux» 6
4 Ilpaktrdeckoe 3aHaTue «Pa3BEépTrIBaHNE BUPTYAIbHBIX CETE» 6
5.Ipaktrueckoe 3ansTue «HacTpolika MEKCETeBOro 3kpaHa B Linux» 6
6.IIpaxktrueckoe 3ansatue «Kondurypamus Active Directory u moautuk 6e3onacHoctd B Windows» 4
Tema 1.3. 3amura Conepxanue 20
uH(GOpPMaIIUU C TTOMOIIBIO Bunet VPN (IPsec, SSL/TLS)
VIPNET u Coordinator Kpunrorpaduueckue cpecTBa 3aiiThl 6
MexceTeBoe B3auMOICCTBHE
B ToMm umcie npakTHYeCKUX 1 Ja00paTOPHBIX 3aHITUI 14
1.ITpaktuueckoe 3ansatue «Pa3pépreiBanue Y pocropepstomero menrpa (YKIL)» 4
2.IIpaktuyeckoe 3anarue «Hacrpoiika Coordinator HW-V A M KIIMEHTCKUX Y3JI0B» 6
3.IlpakTuueckoe 3ausaTue «Co3nannue CTPYKTYphl CETH, OOMEH 3aIMUIIEHHBIMHU COOOIICHHUSIMUY) 4
Tema 1.4. Aynut u Copepxanue 36
pearupoBaHue Ha AyIUT 1 MOHUTOPHHT 3aIMIIEHHBIX CETEH
WHIIAIECHTBI AHanu3 ceteBoro Tpaduka.
Mertonbl ooHapy)keHus atak (DDoS, MITM) 14
AHanu3 )KypHAJI0B COOBITHI
YnpasneHnue noJuTukamMu 6ezonacHocT B Policy Manager
B TOM umcie npakTHYeCKUX M J1A00PAaTOPHBIX 3aHATHIA 22
1.IIpakTuueckoe 3aHatTue «Pa3paboTka u TectTupoBanue NoauTuk Mby» 6
2 IlpakTudeckoe 3ausarue « TectupoBanue Gynkmnuii 3amuTel B VIPNETY 6




3.IlpakTrueckoe 3ansaTHe «KoMIpoMeTallys 1 BOCCTAHOBJICHHUE KITFOUCH

(o)

4.IlpakTuyeckoe 3anatue «Pa3paboTka u HacTolka monMuTHK Oe3onmacHOoCcTH B Policy Managery

[TpumepHas TemaTuKa BHEAYJUTOPHON CaMOCTOSITENIbHOM pabOThI
[TpuHIMI TOCTPOEHUSI PETYISAPHBIX BBIPAKEHUH MTPU HAIMCAHUH TEXHOJIOTUH 3apocoB. OTIINYMS B CHHTAKCHUCE HAITMCAHUS OOBIYHBIX
«perynsipok» u st DLP-cucteM. «KopriopaTuBHas 3aliuTa OT BHYTPEHHUX YTIPO3)»

IIpomeskyTouHas arTectanus B popme s3x3amena mo MJIK 02.03

12

YuyeOHas npakTuka pasaena 3

Bunst pabor

Ilposedenue 6ceco KOMNIEKCA MEXHUYECKUX MEPONPUIIMUU NO AHAIU3ZY NOMOKO8 OAHHBIX, KAK YUPKYIUPYIOWUX GHYMPU nepumMempa
3auuuyaemMou UHGHOPMAYUOHHOLL CUCeEMbl, MAK U Nepecekanujux e2o,

Ilposeoenue scezo yuxia pabom no ycmarosKke, pazeépmuvl8anuiio, HAcCmMpoluixe, ucnonvsosanuto DLP-cucmem;

Paspabomxa norumuk ungopmayuonnoii bezonacrocmu;

Ipumenenue mexnonrocuu urbmpayuu paziuyHsix U008 mpapura,

Qunbmpayus nepexsauenHno2o mpaguxa 0Jisk NOUCKA HAUOEHHBIX UHYUOEHMO8,

AHnanuz cooepircumozo nepexeaveHHo20 mpaguka ¢ yevio GulAGIeHUs HAPYULeHUU KOPROPAMUBHOL NOTUMUKU De30NACHOCTU,
Huaenocmuxa pabomocnocoonocmu cucmembi,

Iloocomoska omuema o HatlOeHHbIX UHYUOEHMAX (C OYEeHKOU YPOBHSL Y2pO3bl U HOPMAMUBHOU OYEHKOLL);

3anyck eocmegbix 8UPMYANLHBIX MAWUH U NPAKMUYECKASL pabOma ¢ HUMU C UCNONIb30BAHUEM COBPEMEHHBIX CUNEPBUZOPO8;
Hacmpotixa omoenvhbix KOMNOHeHm cucmemol 3auumol OGHHbIX 8 KOPROPAMUBHBIX CemsxX

40
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IIpou3BoaCTBEeHHAs] MPAKTHKA

Buapr pabot

AHaIM3 TPUHIUIIOB IOCTPOCHUS CUCTEM HH(DOPMAITMOHHON 3alIUTHI TPOU3BOICTBEHHBIX MOPa3/ICICHU;

TexHnveckas SKCIUTyaTalys 3JI€MEHTOB IPOrPAMMHOM M alllapaTHOM 3allUThl aBTOMAaTH3HPOBAHHOM CUCTEMBI;

VYyactue B JMarHOCTUPOBAHNH, YCTPAHEHUH OTKA30B M obecneueHNH paboTOCTIOCOOHOCTH MPOrPaMMHO-AIIAPATHBIX CPEICTB
obecnieueHnss THPOPMAIIMOHHOHN 0€30TIaCHOCTH;

Ananu3z 3¢ EeKTUBHOCTH MPUMEHSIEMBIX ITPOrPaMMHO-AINAPATHBIX CPEACTB obecneueHust HH(HOPMAIIMOHHON 0€30IacHOCTH B
CTPYKTYPHOM IOJIpa3/IeNICHNN;

VYyacrtue B obecnieueHNH yueTa, 00pabOTKH, XpaHEHUs U Niepeaadd KOH(OUACHINAIBHOW HHPOPMALINY;

[IpumeHeHre HOPMATHBHBIX MIPABOBBIX AKTOB, HOPMAaTHBHBIX METOAMYECKUX JOKYMEHTOB 110 00ECTIeYeHUI0 HH(POPMAIIOHHOM
0€301acHOCTH MPOTrpaMMHO-aNTIaApAaTHBIMK CPEICTBAMU NIPY BBIITOJHEHUH 33Ja4 PAKTHKY;

AOmunucmpuposanue agmomMamusupoBaHHbIX MEeXHUUECKUX CPeOCm8 YNpasieHus U KOHMpOia UHopmayuu u uHGOpMayuoHHbIX
nomokog*

Hacmpoiika omoenbHbIx KOMNOHEHM cucmembl KOPROPaAmuEHOU 3auumsl Om GHYMPEHHUX Y2pO3 U CUCTHeMbL  Yeaom ™
Buiasnenue nomokog nepedayu OaHHLIX U 603MONACHBIX KAHANIO08 YMeuKu ungopmayuu ™

Hcnonvzosanue mexanuzmos co30anus hunbmpos 0iisi aHAIU3a NePex8ayenHo20 mpagura u 6blA61eHHbIX UHYUOEHMO08 *
IIposedenue oemekmuposanus amax (NOMEHYUATLHBIX Y2PO3) 8 PYUHOM, ABMOMAMUSUPOBAHHOM U A8MOMAMULECKOM pedcume. *

216

JK3aMeH Mo npod)eccuorlaanOMy MOAYJI0
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3. YcnoBus peanuzanuu paboued mporpaMmmbl mpohecCuOHaAIBHOTO MOTY IS

3.1. ns peamusanuu mporpamMMbl  TPO(ECCHOHATBEHOTO  MOJYJIs
IPEeIyCMOTPEHA CIAEAYIOIINE CIIEIUATbHBIE TOMEILIEHUS

y4eOHbIX KAaOMHETOB — HOPMATHUBHOTO TPAaBOBOrO0 OOECTCUECHHUS
nH(OPMAITMOHHONW 0e30MacHOCTH, KaOuHeT uH(opMaTUKH, JabopaTopuu
«IIporpaMMHBIX U  MOpPOrpaMMHO-AINAPATHBIX  CPEJACTB  OOECICUCHUS
uHGOPMAITMOHHON O€30MTaCHOCTH.

3.2. MnpopManimoHHOE 00ECIIeYeHUE pean3aliy MPOrpaMMBbl

OCHOBHBIC TICUATHBIC U QJICKTPOHHLIC U3JIaHHA:

1. BacunbeBa, . H. Kpunrorpadguueckue MeTo bl 3aIUTH HHPOPMAIIUH :
yaeOHUK © mpakTukym s By3oB/ . H. BacunmbeBa. — Mockaa :
M3patensctBo  IOpaiit, 2026.— 310c.— (Bbicuiee o0pa3zoBanue). —
ISBN 978-5-534-02883-6. — Tekct : anekTpoHHbIl // OOpa3oBaTenbHas
mwiargpopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/583783 (nmata
obpamenus: 14.04.2026).

2. OpraHuzallMOHHOE W TMpaBoBoe obecneyeHrue HHOOPMAIMOHHON

Oe3omacHOCTH : y4eOHUK i cpeAaHero mpodeccruoHansHOTO 00pazoBaHus /
T. A. Ilonsakona, A. A. CtpenbIioB, C.T'. Uybykona, B. A. Huecos ;
orBeTcTBeHHbIEe penakTopbl T. A. IlonsikoBa, A. A. CtpenpuoB. — 2-€ u31.,
nepepad. u gon. — Mocksa : M3znatensctBo [Opaiir, 2026. — 357 c. —
(ITpodeccuonansHoe odpazoBanue). — ISBN 978-5-534-19107-3. — Teker :
anekTpoHHbI // OOpa3zoBarenbHas tuiatdopma FOpaiir [caiit]. — URL:
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4. KoHTpOJIb U OIIEHKA PE3YIbTATOB OCBOCHHUS MPOPECCUOHATBHOTO MOYJIS

Konx 1 HauMmeHoBaHue 00X U
npodeccroHaNIbHBIX KOMIETSHIIHIA

Kpurepun onenkn

@DopMBbI U METOJIBI KOHTPOJIS,
B TOM 4HCJIE TI0 y4eOHOU U

(dopMUpYEMBIX B paMKaxX MOJYJIS IIPOU3BOACTBEHHOMN
IIPAKTUKE
[IK 2.1. OcymecTBnsTh yCTaHOBKY | JleMOHCTpHUpOBAaTh yMEHHs | TECTUPOBAHUE,
U HaCTPOMKY OTHENIBbHBIX U IIPAKTUYECKHUE HABBIKU B | DK3aMEH,

MIPOrPaMMHBIX, IPOTPaMMHO-
anmnapaTHbIX CPEJCTB 3aIUThI
nH(pOpMaLIUH.

YCTaHOBKE M HACTpPOMKe
OTJIENbHBIX IPOrPAMMHBIX,
IIPOrpaMMHO-ANNapaTHBIX
CPEICTB 3alIUThI
uH(popManuu

9K3aMEH 110 MOJYJIIO,
OLICHKA BBITIOJIHEHUS
MPAKTUYECKUX 3aHITUH,
OLICHKA PEIICHUS
CUTYallMOHHBIX 3a/1a4,
OLICHKA ITpoliecca U
pe3yJIbTaTOB BBITTOJIHEHHUS
BUJIOB pa0OT Ha MPAKTUKE

[IK 2.2. OOecnieunBath 3aIUTy
uHpopMaluy B
aBTOMATH3MPOBAHHBIX CHCTEMax
OTIENIbHBIMHU NPOrPAMMHBIMH,
MIPOTPaMMHO-aIapaTHBIMU
CpeACTBaMHU.

JIeMOHCTpHUPOBATh 3HAHUS
U YMeHHs B 00ecrieyeHUH
3a1uThl HH(pOpPMaLIUU B
aBTOMATHU3UPOBaHHBIX
CUCTEMaxX OTJEJIbHBIMU
IIPOrpaMMHBIMH,
IIPOrpaMMHO-
anmnapaTHbIMU CPeICTBaMU

pe3yJIbTaThl 3a1IUThI
KypCOBOI'O IIPOEKTA,
TECTUPOBAHUE,

3K3aMeEH,

9K3aMEH 110 MOJYJIIO,
OLICHKA BBITIOJIHEHUS
MPAKTUYECKUX 3aHIATUH,
OLICHKA PELICHUs
CUTYallMOHHBIX 3a/1a4,
OLICHKA ITpoLiecca U
pe3yJIbTaTOB BBIITOJIHEHHUS
BUJIOB pa0OT Ha MPAKTUKE

[IK 2.3. OcymiecTBasTh
TECTHUPOBAHUE (PYHKIIHIA
OTJICTBHBIX MMPOTPAMMHBIX U
MPOrPaMMHO-AMIAPATHBIX CPEICTB
3aIuTHl HHOPMAITUH.

Brinonnenue nepeyns
paboT Mo TECTUPOBAHUIO
GyHKIUN OTAETBHBIX
IIPOrPaMMHBIX U
MIPOrpaMMHO-aNNapaTHbIX
CPEICTB 3alIUThI
uH(popManuu

TECTUPOBAHUE,
JK3aMeEH,
9K3aMEH 110 MOJYJIIO,
OLICHKA BBITIOJIHEHUS
MPAKTUYECKUX 3aHITUH,
OLICHKA PEIICHUs
CUTYallMOHHBIX 3a/1a4,
OLICHKA ITpoLiecca U
pe3yJIbTaTOB BBITTOJIHEHHUS
BUJIOB pa0OT Ha MPAKTUKE




[IK 2.4. OcymiecTBiaTb 06paboTKYy,
XpaHCHHE U Tepeaady
nH(pOpMaLuy OTPAHUYEHHOTO
JOCTYTIA.

[IposiBnATE 3HAHMA,
HaBBIKM U YMEHHUS B
00paboTKe, XpaHEHUH U
nepeaade nHpopmanuu
OTPaHUYEHHOI0 JOCTyIa

TECTUPOBAHUE,
9K3aMeEH,

9K3aMEH 10 MOAYJIIO,
OIICHKA BBIMTOJIHEHUS
MIPAaKTUYECKUX 3aHATUH,
OLICHKA pPeIICHUS
CUTYalLlMOHHBIX 33]1a4,
OLIEHKa Ipoliecca U
pE3yJIbTaTOB BBIIIOJIHEHUS
BHJIOB pabOT Ha IIPAKTUKE

IIK 2.5. YHn4TOXKATh
nH(pOpMAIHIO U HOCUTETH
nH(pOpPMAIINU C UCTIOIH30BAaHHEM
MPOrPaMMHBIX U TPOTPaMMHO-
anmapaTHBIX CPEJCTB.

JleMOHCTpanus aropuTMa
MpoBeIeHUs paboT 1o
YHUYTOKEHUIO
MHOPMALIUU U HOCUTEIIEH
uH(pOopMaInu ¢
HCII0JIb30BaHNEM
MIPOrPaMMHBIX U
IIPOrpaMMHO-AMNIAPaTHBIX
CpeAcTB

TECTUPOBAHUE,
nud.3a4eT, IK3aMeH 0
MOJIYJTIO, PE3YJIbTAThI
3aIUTHI KYPCOBOTO MPOEKTA,
IKCTIEPTHOE HAOIIOICHNE
BBITIOJTHEHUS TA00OPATOPHBIX
pabor,

JKCIIEPTHOE HAOIIOCHHE
BBITIOJTHEHUS MPAKTUICCKUX
paoor,

OIICHKA PEIICHHUS
CUTYaIlMOHHBIX 3a]1a4,
OLIEHKA TIporecca u
PE3yNIbTATOB BBHIMIOJIHEHUS
BHJIOB paOOT Ha MPAKTHUKE

[IK 2.6. Ocy1iecTBisiTh
PETHCTPAIIMIO OCHOBHBIX COOBITUI
B aBTOMaTU3UPOBAHHBIX
(MHQOpPMAIIMOHHBIX) CUCTEMAX, B
TOM UHCJI€ C UCIIOJIBb30BaHUEM
MIPOrPaMMHBIX U IPOTPaMMHO-
anmnapaTHBIX CPEJCTB
OOHapy>KeHHs, IPEAYIPEXKACHUSI U
JMKBUAALUY TTOCIIEACTBUI
KOMIIBIOTEPHBIX aTakK.

IIposiBnATE 3HAHUA U
YMEHHUS B 3alIUTE
aBTOMATHU3UPOBaHHBIX
(MHpOpPMAIIMOHHBIX)
CHCTEM C UCIOJIb30BAaHUEM
MIPOrPaMMHBIX U
IIPOrpaMMHO-AMIapaTHBIX
CPEICTB OOHAPYKEHMUS,
NIpEeyNpPEXACHNS U
JIUKBUJIALIUU TIOCIIEICTBUN
KOMIIBIOTEPHBIX aTaKk

TeCTUpoBaHue, nud.3auer,
9K3aMeH 110 MOJYJIIO,
PE3YNIbTATHI 3AIIUTHI
KYPCOBOT'O TIPOEKTA,
JKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS JTA0OPATOPHBIX
paoor,

IKCTIEPTHOE HAOII0ICHNE
BBITIOTHEHUS MPAKTUYECKUX
pabor,

OLICHKA PEIICHUS
CUTYaIlMOHHBIX 33]1a4,
OIICHKa Mpoliecca u
PE3yJIbTaTOB BBITOJIHCHUS
BUJIOB pa0OT Ha MPAKTUKE

KOI[ 1 HAUMCHOBAHUC

Kputepuu oneHku

(DOpMLI 1 MCTOBI

CIOCOOBI PEHICHHUs

npodeccroHalbHBIX 3a]1a4 C

00X U KOHTPOJIS, B TOM YHCIIE
po¢eCCUOHATBHBIX 10 Y4eOHOU H
KOMIIETCHIIUI IIPOU3BOJCTBEHHON
(dbopMUpyeMBIX B MIPaKTHKE
paMKax MOIYJISI
OK 01. Beibupats - BRIOOp METOJIa ¥ CTIoco0a peleHus Hab6monenue,

MOHHTOPHHI', OLICHKA




Kon 1 HaumeHoBaHue
o0mmx u
po(hecCHOHATBEHBIX
KOMIIETEHINH
(bopMHUpyeMBIX B
paMKax MOIYJIS

Kputepun oneHkun

DopMBI U METOBI
KOHTPOJIS, B TOM YHCJIE
1o y4eOHO 1
MPOU3BOACTBEHHOM
MpaKkTUKe

3aja4
poQeCCuOHAITBHON
NeSITeIbHOCTH,
MNPUMCHUTCIIBHO K
pas3IuYHbIM
KOHTEKCTaM.

COOJIFOJICHHEM TEXHUKHU 0€301MacHOCTH
Y COTJIACHO 33JJaHHOM CUTYaIluH;
-oneHkKa () (HEeKTUBHOCTH M KauecTBa
BBITIOJTHEHMSI COTJIACHO 3a/IaHHOM
CUTYyaIuu

coziepkanusi opThoano
CTYJICHTA.

OK 02. OcymiecTBisTh
MIOUCK, aHAJIU3 U
MHTEPIPETALHIO
uHpopManuu,
HEOO0XOIUMOM ISt
BBITIOJIHEHUS 33,144
poQecCuoHAIBHON
JESITeITbHOCTH.

- 3¢ peKTUBHBIN TOMCK HEOOXOUMOM
nHpopmanuu;

- nHpopManus, NogoOpaHHas U3
pa3HBIX UCTOYHUKOB B COOTBETCTBHUH C
3alaHHOM CUTyauuen

HNurepnperanus
pE3yJIbTaTOB
HaOIt0IeHUH 3a
JESITEIBHOCTBIO
oOyJarorerocs B
IIPOLIECCE OCBOCHMUSI
o0OpazoBatenbHON
IPOTPaMMBbI

OK 03. Ilpunumath
pemeHus B
CTaHIApPTHBIX U
HECTaHIApTHBIX
CUTYyallUsAX U HECTH 32
HUX OTBETCTBEHHOCTb.

- pCHICHUC CTAaHAAPTHBIX U
HECTaHIAPTHBIX MPOPECCHOHATBHBIX
3a7a4 B 00JIACTH IKCILUTyaTalluu
KOMIIOHEHT MOACUCTEM 0€30MacHOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM,

MOHUTOPHHT ¥ PEUTHHT
BBHITIOJIHEHUSI pa0OT HA
y4eO0HOM 1
MIPOU3BOJCTBEHHOM
MPaKTUKE

OK 04. Paborats B
KOJIJICKTUBE U
KoMaH e, 3 (HEeKTUBHO
B3alMOJECUCTBOBATH C
KOJUIETaMH,
PYKOBOICTBOM,
KIIMCHTAMU.

- IeMOHCTpaIusi COOCTBEHHOM
JESATEIbHOCTH B YCIOBUSX
KOJUICKTUBHOW W KOMaHTHOM paOOTHI B
COOTBETCTBUU C 3aJaHHOM CUTYaLMEN;

- IeMOHCTpaIusi COOCTBEHHOM
JESATEIbHOCTH B POJIU PYKOBOIUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMH
YCIIOBUSIMH.

[MonroroBka pedepartos,
JIOKJIAJIOB, COOOIIICHUI,
HCIIOIb30BaHHE
AJEKTPOHHBIX
UCTOYHHKOB

OK 05. OcyiiecTBasiTh

- - IGMOHCTpAIHsI COOCTBEHHOMN

Ha0Omonenue 3a

YCTHYIO U AEATENBHOCTH B yCHOBHAX HABBIKAMH PaGOTHI B
UCHMEHHYIO KOJIEKTHBHOH U KOMaH/HOH pa6OTI>£ B OBATEHEIX
KOMMYHHKAIIIIO Ha COOTBETCTBUH C 3a/IaHHOM CUTyallHel; ’
rOCY1apCTBEHHOM - IeMOHCTpaIusi COOCTBEHHOM KOpIIOPpaTHBHBIX H
S3BIKE C YHETOM JESTEIBHOCTH B POJIU PyKOBOIUTEIIS JIOKAJIBHBIX
0COBCHHOCTEI KOMAH/IBI B COOTBETCTBHH C 3a1aHHBIMH | yd)opMAIIHOHHBIX
COLIMAJILHOTO B YCTOBHAMH. CETAX.

KyJIbTYPHOI'O

KOHTEKCTA.

OK 06. IIposBasaTh - IGMOHCTpalMs HHTepeca K Oyayiien HabmioneHue 3a posbio
TPaKIaHCKO- npodeccuu; oOyyarormerocs B
MaTPUOTHYECKYIO - IEMOHCTpaIMs LeJIeyCTPEMIICHHOCTH, | Ipyme; nopTdonno
MO3ULHIO, camMo00pa3oBaHus U CaMOPa3BUTHUS

JEMOHCTPUPOBATh

OCO3HAaHHOE

INOBCACHHUEC Ha OCHOBC




Kon 1 HaumeHoBaHue
o0mmx u
po(hecCHOHATBEHBIX
KOMIIETEHINH
(bopMHUpyeMBIX B
paMKax MOIYJIS

Kputepun oneHkun

DopMBI U METOBI
KOHTPOJIS, B TOM YHCJIE
1o y4eOHO 1
MPOU3BOACTBEHHOM
MpaKkTUKe

TPAIUIIMOHHBIX
POCCHUICKHUX JyXOBHO-
HPaBCTBEHHBIX
IIEHHOCTEH, B TOM
YHUCJIE C YYETOM
rapMOHHU3aIUU
MEKHAIIMOHAJIbHBIX U
MEXKPEJIUTHO3HBIX
OTHOIIICHUI,
MPUMEHSTh CTaHAAPThI
AHTUKOPPYIILIUOHHOTO
MOBEJCHUS

OK 07.
CopelicTBOBaThH
COXPaHEHUIO
OKpY>Karolllen cpeibl,
pecypcocOepexeHmIo,
3¢ pexTHBHO
JEHCTBOBAThH B
Ype3BhIYAITHBIX
CUTYAITUSIX.

- IEMOHCTpAIIUS Ka4eCTBA MIPUHSITHIX
OpraHMU3aIMOHHBIX PEUICHHH

- TOTOBHOCTb K YaCTOM CMEHE
TEXHOJIOTHI B Tpo(ecCHOHATbHON
NeSTeIIbHOCTH;

- aHaJIM3 UHHOBAIIMI B 00JIaCTH
pohecCHOHATLHOM IS TEIIEHOCTH.

JlenoBsle Urpsl -
MOJIETIUPOBaHUE
COLIMAJIbHBIX U
po¢eCCUOHATIBHBIX
CUTYyaLH.

OK 08. Mcnoap3oBaTh
cpencTBa PU3NICCKOM
KyJbTYpPBI AJIst
COXPaHCHUS U
YKPETUICHUS 3I0POBBS

- OIICHKa COOCTBEHHOT'O MMPOABHIKCHMA,
JIMYHOCTHOTI'O pa3BUTHUA.

KonTpons rpaduxa
BBITIOJTHCHHSI
WHJUBU]TyaIbHOU
CaMOCTOATEIIbHOMN
paboTHI O0YYArOIIETOCS;

B IIpoIiecce OTKPBITHIE 3aIUTHI

npo¢eCCuOHATBHON TBOPYECKHUX H

NESITENLHOCTH U MPOEKTHBIX PaboT

Mo/IepKaHUS

HEOOXOIMMOTO

YPOBHS (PU3UYECKOI

MMOATOTOBJIEHHOCTH.

OK 09. Mcnonp30BaTh | - HCIIOJb30BaHHUE OCHOBHBIX BHJIOB CemMuHapbl yueOHO-

nH(OPMAaIMOHHBIE COBPEMEHHOM BBIYUCIUTEIHHON MPAKTUYECKUE

TEXHOJIOTHH B TEXHUKHU; KOH(epeHIIHH.

poQeCCuOHAIBHON - O9KCIUTyaTalus U yCTpaHCHHUE Konkypcer

JNEeITEILHOCTH. TUIMYHBIX BBISBJICHHBIX JIE(EKTOB npodeCcCHOHAIEHOTO
TEXHUYECKUX CPEJICTB MacTepcTBa.
nH(popMaTH3aIY; OnuMIIHaabL.

- IGMOHCTpaUus pe3yIbTaTUBHON

ACATCIIBHOCTHU B obnactu OKCIUTyaTallun

U TCXHUYCCKOTO COITPOBOKACHUA
ABTOMATU3UPOBAHHBIX CUCTEM




